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Most of the Internet protocols were designed under the assumption that there are two main
types of devices in a network:

- Network nodes such as routers and switches that are attached to multiple links
- Endhosts that are attached using a single link to a switch or router

Based on this assumption, many of the activities that aim at characterizing the Quality of the
Internet from a user’s viewpoint focus on the performance that she/he can obtain using the link
that connects her/him to the network. In many situations, that link is the main limiting factor from
a user experience viewpoint. For instance, this is the case for endhosts connected behind a low
bandwidth access link. However, there are many situations where the Quality of the network that
endhosts and their users sense depends on other factors. We review some of these factors in
this position paper and discuss the impact of some deployment choices, in particular where
connectivity relies on more than one link.

Our first use case is the dual-stack endhost. Nowadays, a large fraction of the endhosts support
IPv4 and IPv6. These two addresses bring several challenges from a quality perspective. On
one hand, when two address families need to be supported, there is a higher risk that one works
while the other fails. This problem was more important in the early days of IPv6, but the risk
remains. We have only partially addressed this problem with Happy Eyeballs [RFC8305]. Happy
Eyeballs is a heuristic used by web browsers when they interact with dual-stack servers. They
initially try to use IPv6, but switch to IPv4 after a short timeout if either the client does not
receive a DNS response or the expected SYN+ACK. Happy Eyeballs has helped web browsers
circumvent some connectivity problems with either IPv4 or IPv6, but the solution is far from
complete. Indeed, Happy Eyeballs mainly copes with networks where IPv6 or IPv4 fails. It
cannot easily deal with a heavily congested IPv4 path and a slightly congested IPv6 one. This
would require the utilization of multipath capable transport protocols such as Multipath TCP
[RFC6824] or QUIC [RFC9000] with its connection migration capabilities. These protocols could
initiate a connection using one address family and then move to the other in case of
performance problems.

Our second use case is the smartphone. Current smartphones are equipped with Wi-Fi and
cellular interfaces and some dual-SIM devices can even connect to two cellular networks
simultaneously. Some users manually control the utilization of Wi-Fi and cellular, but most users
let the smartphone autonomously select its preferred network. Using traditional protocols such
as TCP, any handover forces the applications to reestablish connections and results in a bad
user experience. Fortunately, protocols such as Multipath TCP and soon QUIC with its



connection migration capability enable seamless handovers that improve user experience. The
Access Traffic Switching, Steering and Splitting (ATSSS) service that will be included in future
5G networks will provide similar capabilities [TS23501] .

Our third use case is the Hybrid Access Networks for fixed broadband. These access networks
combine two different access networks, typically a fixed one such as xDSL and a wireless one
such as 4G. Consider a hybrid CPE (HCPE) attached to both an xDSL link and a cellular
network. A first approach to combine these two networks is to use per-flow load balancing.
When a new flow is initiated, the HCPE can decide to forward it over the xDSL link or the
cellular network. Such load balancing can allow to fully utilize the two links and thus aggregate
bandwidth, but may result in imperfect user experience. First, the flows sent over the xDSL link
will typically use a different address than those carried over the cellular one. This implies that a
communication composed of several flows will be seen from the server as coming from different
“hosts”. This could trigger security issues. Furthermore, this could cause variations in
performance since the performance (delay, throughput) that a flow observes over the xDSL link
will be different from the performance of a flow using the cellular network. A second approach is
to rely on tunnels [RFC8157] or Multipath TCP proxies [Hybrid] to combine the two links. In this
case, the HCPE sends packets to a Hybrid Access Gateway (HAG) managed by the network
operator and therefore all the flows expose the same source address to servers. Furthermore,
the HCPE and the HAG can finely adjust the fraction of the traffic that is sent over the different
links to optimize their utilization. From a user’s viewpoint, such hybrid networks appear as a
single and bigger pipe which is more stable than the basic load balancing approach.

Measuring Internet Quality
The previous examples have illustrated the fact that a growing number of Internet users will be
connected to different links (IP addresses, networks) simultaneously. For these users, the
quality of their Internet experience will not only depend on the actual performance of individual
Internet links, but more on how efficiently they are combined together. This combination heavily
depends on software controllers such as the heuristics used on smartphones to select the best
wireless network, heuristics to select the most appropriate source address. Multipath protocols
such as Multipath TCP or QUIC can mitigate the impact of these heuristics by enabling flows to
move from one path to another. Any Internet quality metric should take these heuristics into
account and consider end-to-end experience.
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